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Article 43 (6) of the General Data Protection Regulation (hereinafter the “GDPR”) provides that the accreditation
requirements and the certi�cation criteria must be “made public by the supervisory authority in an easily accessible form”.

But what does the notion of “easily accessible” mean: does it imply that the certi�cation criteria approved by the
competent supervisory authority or by the European Data Protection Board (“EDPB”) must be made public free of
charge?

European players, and the EDPB in particular, are in favor of and encourage the publication of certi�cation and
accreditation criteria, while at the same time acknowledging and respecting the copyright protecting such standards. In
a study commissioned by the European Commission, the authors of the report encourage the publication in full of the
certi�cation criteria in view of the transparency requirements, while recalling the existence of a proprietary right.

For its part, the French approach consists in recognizing the existence of copyright protection over standards presenting
an original nature on the basis of which the copyright holder has the right to make these standards available to the
public in return for �nancial consideration, i.e. payment of a fee. However, an “exception”·to the copyright monopoly
applies when a standard is of mandatory application, based on the constitutional principle that laws must be accessible.

In the opinion of the authors of this article, insofar a certi�cation, pursuant to Articles 42 and 43 of the GDPR, is not
mandatory, there is no requirement to make standards (or certi�cation criteria), which are the result of the efforts made
by private players and copyright-protected works, available in their entirety free of charge. 

1. French law relating to the publication of standards 
 
1.1. The protection of standards under copyright and the “exception” to this rule

As recently recalled by the courts: a standard, provided it meets the originality requirement, is eligible for copyright
protection. It is effectively possible to recognize a copyright protecting a technical standard if it meets the originality
requirement which is the corollary for protection of a work. As held by the Court of Appeal of Orléans in a case involving
a set of forms:[1] “it is not necessary for a work to have a particular level of originality in order for it to be protected by
copyright”.

This principle is reiterated in the Senate information report on standardization:

●  “Standard-setting bodies – whether at the national, European or international level, effectively bene�t from an
intellectual property right, which can be equated with copyright, in respect of the standards they develop and which
entitle them to control their dissemination.”[2]

1.2. Impact of the voluntary nature of the standard on access thereto and the copyright “exception”

Based on administrative case law, there is however an exception to the monopoly held by the copyright holder stemming
from the mandatory nature of compliance with a standard. Accordingly, Article 17 of the decree dated June 16th, 2009
provides that:

●  “Standards are of voluntary application. However, standards may be made mandatory by order signed by the
Minister in charge of industry and by the interested minister or ministers. Standards that are made mandatory can
be viewed free of charge on the website of the French national standards body [AFNOR].”

In a �rst landmark ruling, the French Council of State[3] considered that the provisions of Article 17 requiring mandatory
standards to be viewable free of charge implemented a superior principle, in this case the objective, which has
constitutional value, of accessibility to the law.

In that case, based on its �nding that the standards at issue had not been the subject of any publicity measure and that
the only way to access them was to purchase them from AFNOR, the Council of State held that the order imposing
compliance with these standards could not make a standard mandatory when free and open access to it was not
guaranteed.[4]
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A year later, in a second ruling,[5] the Council of State con�rmed the existence of an exception to the monopoly by
af�rming that the fact that a standard is copyright-protected should not prevent it being made freely available at no
charge since it is of compulsory application.

French case law is therefore cut and dry: a mandatory standard must be made available freely and without charge.
Conversely, a voluntary standard effectively bene�ts from copyright protection and is not intended to be made available
without charge.

Legal theory is also clear about the fact that standards are provided for �nancial consideration:

● “Also, access to the private national technical standard is only possible in consideration of payment of a fee. This
barrier can only be removed by ministerial approval, in the name of respecting the constitutional objective of that the
law must be accessible.”[6]

It should be borne in mind here that certi�cation und the GDPR is voluntary. Article 42 (3) of the GDPR effectively
provides that:

● “The certi�cation shall be voluntary and available via a process that is transparent.”

2. The interpretation of the notion of “easily accessible” by european player

As regards certi�cation, Article 43(6) of the GDPR provides that “The requirements referred to in paragraph 3 of this
Article and the criteria referred to in Article 42(5) shall be made public by the supervisory authority in an easily accessible
form. The supervisory authorities shall also transmit those requirements and criteria to the Board. The Board shall collate
all certi�cation mechanisms and data protection seals in a register and shall make them publicly available by any
appropriate means.”

The GDPR also makes several references to the notion of “easily accessible”, such as when it clari�es the notion of
transparent processing, which requires that “any information and communication relating to the processing of those
personal data be easily accessible and easy to understand, and that clear and plain language be used.”[7]

The EDPB has made known its position many times regarding the establishment of a certi�cation mechanism under the
GDPR, encouraging the greatest possible transparency, but without challenging the copyright protection of standards.

2.1. The position of the European Data Protection Board

The European Data Protection Board has published many guidelines on certi�cation and in particular guidelines on the
accreditation of certi�cation bodies under Article 43 of the GDPR[8] tackling the publication issue under Article 43(6).

The EDPB rephrases the language used by GDPR, specifying in particular that:

●  “Therefore, to ensure transparency, all criteria and requirements approved by a supervisory authority shall be
published. In terms of quality and trust in the certi�cation bodies, it would be desirable, if all the requirements for
accreditation were readily available to the public.”

Without further clari�cation of the concept of "publication", the EDPB simply uses the term again when specifying the
general requirements for accreditation and states, in particular, that:

●  “The accreditation body shall in addition to the requirement in 4.6 ISO/IEC 17065/2012 require from the
certi�cation body that at minimum:  
1. all versions (current and previous) of the approved criteria used within the meaning of Article 42(5) are
published and easily publicly available, as well as all certi�cation procedures, generally stating the respective
period of validity; […]”;

While the EDPB did not take this opportunity to provide a practical de�nition of ”easily available”, it did at least specify
that the certi�cation criteria must made published. As the notion of publication is itself not speci�ed, this could pertain
as much to a free publication as to a paid publication.

However, in EDPB Opinion 4/2020 on the draft decision of the competent supervisory authority of the United Kingdom,
regarding the approval of the requirements for accreditation of a certi�cation body, the EDPB notes that ISO 17065 will
be used as “certi�cation criteria”, together with the additional requirements set up by the UK supervisory authority.

In this respect, the EDPB noted that ISO standards are subject to intellectual property rights, and that this was
the reason why it would not make reference to the text of the related standard in its opinion.[9]

2.2. The interpretation of articles 42 and 43 of the GDPR in a study commissioned by the european
commission

The European Commission commissioned a study on Articles 42 and 43 of the GDPR; the �nal report having been
published in February 2019.[10]



While the notion of “easily accessible” is not explicitly de�ned, references to the transparency criteria recur throughout
the report. In point of fact, the report’s authors, while refraining from saying that the publication of the certi�cation criteria
is mandatory, insist on the fact that it is necessary and encourage the European Commission in this direction.

They also propose a certain number of options to encourage the development of certi�cation at all of the successive
stages, from the drafting of certi�cation criteria to the certi�cation of the certi�cation body itself.

They do, however, point out in their report - following an analysis of existing certi�cations - that most of these certi�cation
criteria are not always available. While the report advocates for the certi�cation criteria to be published in their entirety to
ensure transparency and maintain trust in the certi�cation mechanisms, they acknowledge that there are proprietary
rights over the assessment methodologies[11] and consider that one solution could be the publication and unhindered
access to the “main rationale” of the relevant assessment methodology.[12] The authors also give the example of a
summary as an alternative option.[13]

It would seem here that the recommendation made by the authors of the report to the European Commission is for the
certi�cation mechanism to be published only in part: understood here as meaning the main rationale of the assessment
method, but without any further clari�cation regarding its nature or its content.

This being the case, it is reasonable to surmise that publication of the certi�cation criteria as such, on a free-of-charge
basis, is in no way mandatory at present.  

In this respect, the report cites the example of an existing certi�cation called “Ryerson Privacy by Design”, which
publishes an extensive list of control points,[14] which auditors use to assess the certi�cation requirements.

In conclusion, and by way of possible recommendations, the report explains that one of the options to be considered
would be for the Commission to publish a policy or guidance for the EDPB, providing a template for publication of the
criteria and assessment methodology or else a summary thereof.

It is interesting to note that the authors of the report develop their line of reasoning by clearly excluding the certi�cation
criteria from the publication of the certi�cation mechanisms by the EDPB in the register provided by Article 42(8).[15]

The report establishes the state of play of European legislation as it pertains to the issue of the publication of
certi�cation criteria: in a nutshell, there is no requirement to publish these criteria, and a proprietary right exists with
respect to such criteria. The recommendation made by the report to require the free publication of such criteria is just
that, a simple recommendation.
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