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Less than a year from now, on 25 May 2018, the European General Data Protection Regulation 2016/679 (“GDPR”")

dated 27 April 2016 will become the backbone of EU personal data protection regulations. You will find below the most

significant changes that will be brought by the GDPR:

RATERRITORIALITY OF THE GDPR
It will be difficult to avoid it as the GDFPR
applies to:

v Any data processing implemented by data

controllers (DC) or data processors (DF)
established on the EU territory regardless
of whether the processing actually takes
place within or cutside the EU (establish-
ment criterion);

v Any processing implemented by a DC or

DF established outside the ELU that offers
goods or services within the EU territory
or that monitors behaviours (profiling)
within the EU (targeting criterion).

LAWFULNESS OF PROCESSING
AND CONSENT

v The legal basis for processing (eg.

consent, performance of a contract or
legifimate interest) must be cleary
indicated to the data subjects at the time
of the data collection;

Enactment of the CMNILs doctring in the
definition and assessment of valid
consent. The GDPR reinforces the
requirements to be met for data
processing based on consent — for
instance, the acceptance of a privacy
policy, or of T&Cs or ToUs can no longer
be deemed as a valid legal basis for data
processing;

v" When the processing is based on the

DCs legitimate interests, the DC will
have to be in a position to demonstrate
that a “balance of interests™ was carried
out, balancing the DC's interests against
the preservation of the fundamental
rights and freedom of the data subjects.

v

v

v

DATA  PROTECTION
ASSESSMENT — DPIA
Mandatory DPIA in some cases ie. for all
processing operations representing a high
risk, the DC will be expected o perform a
DP1A;

In case of proven high risk, the DC will have
to consult with the supendisory authority
prior to the implementation of the process-
ing.

IMPACT

SECURITY AND NOTIFHCATION OF
PERSONAL DATA BREACHES
General obligation to notify personal data
breaches to the supervisory authority;

DC (no longer restricted to telecom
providers) must notify the supernvisory
authority within 72 hours of the personal
dafa breach;

Obligation to inform the data subjects in
case of high risk to their rights and
freedoms;

DP must notify the DC in case of personal
data breach.

CERTIFICATIONS AND CODES OF
CONDUCT

Increased possibility of using cerfification
and codes of conduct to prove data
processing compliance;

Codes of conduct will be drawn up by the
representative stakeholders of business
sectors then submitted to the supervisory
authority for monitoring, approval and
publication.



THE DATA PROTECTION OFFICER
(DPO)

v~ Duty to appoint 2 DPO in certain cases: (i)
the processing is carried out by a public
authority or body; (i) the core actwities of
the DC or the DF consist of large scale data
processing: either for purposes of regular
and systematic monitoring of data subjects
(profiing); or of sensitive data or data
pertaining to offences or criminal
convictions;

v Possibility of using an extemal DPO without
limitation;

v Duty of information and advice towards the
DC/DRE of monitoring compliance with the
legisiation, of acting as point of contact for
the supenvisory authority, .. ;

v~ Must have relevant training and be afforded
the necessany means to carry out the DPO’s
duties.

LEAD SUPERVISORY AUTHORITY AND
EDPS

v Each national authority has jurisdiction to
exercise s functions and powers in its
own country.

v In the case of cross-border processing
(eg: a company having subsidiaries in
several EU member states) the lead
supervisory authority of the DC will be the
supervisory authority of the main
establishment. However, there are some
exceptions whereby several national
supervisory authorities will be allowed to
cooperate.

v The European Data  Protection
Supervisor (EDPS) will replace the
Article 28 Working Party and, where
needed, will decide disputes between the
various supenvisory authorities.

ACCOUNTABILITY AND DATA
GOVERNANCE

v Removal of the “preliminary formalities”
systemn (although certain formalities may
remain, including the “authorization appli-
cation™ (*demande d'autorisation™)), obli-
gation to keep a register,

v~ Principle of compliance and accountabili-
ty of stakeholders, implying they must be
able to demonstrate at all times ihe im-
plementation of appropriate protective
measures and compliance with the
GDPR {mechanisms, procedures, DPLA,
ete. ).

STATUS AND NEW OBLIGATIONS OF
DATA PROCESSORS

v~ Some obligations apply directly to DF;

v DP will bear direct responsibility for some
breaches and joint liability with the DC for
indemnification of the data subjects;

v Obligation to keep a register of
processing activities;

v May have to appoint a DPC;

v Obligation fo provide support to the DC
to achieve compliance with the GDPR
(security, DPIA, destruction. . ).

INFORMATION OF THE DATA
SUBIJECT AND TRANSPARENCY

v Increased amount of information fo be
provided to the data subjects at the time of
data colection;

v Duty of fransparency in the communication
(informaticn provided in & reedable, clear and
comprehensible format).

DATA SUBJECTS' RIGHTS

v Existing nghts rermain;

v~ Right to data portability (obtaining one's
data in a readable format);

v Right to be forgotien;

v Right to resiriction of processing;,

v Right to lodge a complaint with the
supenvisory authority (already exists in
practice although not mentioned as
such);

vy Right to an effective judicial remedy
against the DC or the DPF;

v Right to receive compensation for the
material loss or moral injury resutting
from a breach of the GDPR provisions
(joint lizbility of the DC and DF).

ADMINISTRATIVE FINES

v Increase of the amount of fines;

v 2 levels of fines, depending on ihe
infringement;

¥~ Up to Euro 10 million and 236 of the total
worldwide annual turnover of the
preceding financial year (whichever is
higher): eg. non appointment of a DPO,
absence of register, personal data breach
notification ...

v Up to Euro 20 milion and 4% of the total
worldwide annual turnover of the
preceding financial year (whichever is
higher): eg. non-compliance with data
transfer obligations, lack of or faulty
information of the data subjects ...

These key changes will be dealt with in further detail in our coming newsletters as well as during our training sessions.

Linked to the above changes, you will find below a timeline for achieving compliance with the GDPR, which can be

considered as a “suggested action plan” for the measures and actions to be taken until the Regulation becomes

applicable (25 May 2018). These are long term measures and will need to be customised to the internal structure of

each organisation as well as to the developments and positions taken by the competent authorities.
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